

Security Plan Template 
Introduction to the Template 
A security plan documents a facility’s standard operating procedure for the physical, cyber, and procedural aspects of its security program. It must be comprehensive, sufficiently detailed to aid employees and contractors in understanding the facility’s security posture and usable by facility personnel.

This security plan template incorporates the topics suggested by the Federal Energy Regulatory Commission (FERC) in Revision 3A (March 30, 2016) of the FERC Security Program for Hydropower Projects. 
The topics and the sample text provided in this template can, however, apply to dams other than those that produce power and can also apply to levees and locks. 

The FERC suggests that the security plan include the following topics:

· Lists of restricted areas;

· Lists of critical physical dam-related assets;

· Physical security description/layout/inventory;

· Security operational procedures (employee duties/education/document control);

· Procedures to address site access and key control (employees and visitors);

· Procedures for civil disturbance (such as coordination with on-site protests, etc.);

· Response to bomb threats;

· Procedures for temporary project closure;

· Threat level contingency planning (actions to adjust security posture rapidly);

· Communication procedures and redundancies;

· Information technology/SCADA;

· Security maintenance, testing, and resource (operation and maintenance);

· Internal emergency response; and

· Rapid recovery.
Although the internal agency response element is required of all FERC Security Group 1 and 2 dams and the rapid recovery element is required for all Group 1 dams, both elements could be of great value for all facilities. 

The security plan format, content, and scope are determined by the facility owner but the plan must clearly and succinctly address the facility’s current state of security in terms of its hardware and procedures. This template describes, in no particular order, the FERC-suggested topics that should be addressed in the site-specific security plan.
The security plan can consist of several related documents. In that case, include cross-references in the text and provide an index in all the documents that clearly indicates which elements of the security plan are included in which documents.  

Template User’s Guide
General instructions for completing the security plan are noted in parenthesis ( ) under headings or subheadings. Please delete the instructions when finished with them.
In some cases, generic, sample text is provided in the template body or annexes. It is presented in normal font format but preceded with this indicator:  Sample Text. This text may be used verbatim, edited as needed, or discarded.  
Whenever feasible, examples are provided to depict the suggested level or breadth of information; it is preceded with this indicator: Example and the material is presented in italics. Please realize that these are examples only; the facility security plan must be sufficiently detailed to provide its users with precise and comprehensive information.
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(The first page of the security plan should include a flow chart depicting how security incidents are reported, and how primary responders and emergency management agencies are notified. The chart should include titles, names, and telephone numbers (work, cell, and home). Consider also including a table listing response agencies that that could be of assistance in a security incident or guarding against incidents from arising.)
Example:  Figure 1 Security Incident Notification Procedures









1. PURPOSE

(Use this section to briefly explain the objectives of the security plan and the basis for updates to the plan.)
Sample Text:  
The purpose of this security plan is to document existing security systems, procedures, security responses, and security responsibilities at the Anywhere Dam.  The security plan also describes the specific measures planned for implementation if the threat level increases. The plan is revised and updated annually, at a minimum, and as new security measures are implemented, additional/new systems are installed, and policies and procedures are modified. 
This plan is designated as “Privileged” and should only be shared with individuals who have a proven need-to-know. 
(If the security plan consists of multiple documents, list what they are and where they are located.)
Sample Text:  
The Security Risk Assessment describes the results of the [date] risk assessment.  This document is stored in _____.
The Continuity of Operations Plan (COOP) describes relocation sites and procedures to be followed in the event the Anywhere Dam is not suitable for occupation. This document is stored in _____.
The Vulnerability Assessment is stored in _______. 

The Internal Emergency and Rapid Recovery Response Plan is stored in ____________.
2. RESPONSIBILITIES 

(Use this section to outline relevant employees’ responsibilities on security issues. Use position titles rather than personal names in this section. Names and contact information should be provided in an earlier figure depicting the security incident notification organizational structure.
Example:  The following officials have the designated security responsibilities and authorities in addition to their notification responsibilities.  
A.  Facility Manager is responsible for maintaining a safe and secure facility.  In an emergency situation, the Facility Manager:

· coordinates with the security and law enforcement officials in making decisions and implementing response actions, 
· implements actions to protect life, safety, and health of employees, visitors, and contractors and to safeguard facility assets, as deemed necessary, and 
· coordinate with the emergency management agency regarding activation of the emergency action plan and possible activation of the agency’s evacuation plan. 
B.  Facility Security Coordinator 
· communicates security posture capabilities and possible gaps, and response issues to the facility manager; 

· ensures this document remains compliant with security program policies and requirements and up to date with the facility’s operations, requirements, capabilities, law enforcement coordination, and response measures;
· protects sensitive information;
· establishes and maintains access control procedures;
· coordinates employee security awareness and training; and 

· participates in security assessments and decision-making processes.
C.  Public Affairs Officer is responsible for preparing press releases for all security incidents or law enforcement activities at the facility.  
3. COMMUNICATION PROCEDURES AND REDUNDANCIES
(Describe the protocols in place for responding to security incidents and the facility’s primary and secondary communication technologies.) 
Example:  All employees and contractors are provided training upon being hired and annually thereafter in the security incident reporting protocol depicted in Figure 1 of this plan.  Figure 1 is updated immediately upon personnel changes or changes in contact information.  The training also includes familiarization with the incident report form (see Annex B) and consists of communications related to non-emergency and emergency security incidents.  

Non-emergency security incidents include unusual or suspicious activities, visitors’ non-compliance with access control procedures, vandalism, theft, property damage, and 911 calls that do not rise to the level of emergency security incidents. 

Emergency security incidents are events with the potential to trigger activation of the emergency action plan. Communication procedures for these incidents are described in the following section, Internal Agency Response to Emergency Security Incidents. 
The primary communication system is telephones – fixed and mobile. Radio communications are used by security personnel and the facility manager and when telephone systems are non-operable. Radio communications are tested monthly.
4. PHYSICAL AREA OF RESPONSIBILITY 

(In this section, describe the area that is included in the security plan; include a photo that depicts the area and facilities covered by the security plan.)
Example: This security plan includes only the physical area under the control of Anywhere Dam as delineated by the security fence as noted in the following graphic. 
5. FACILITY DESCRIPTION
(Use this section to describe overview information on the facility to provide a context for the later sections of the plan.) 

A.  General Information and Purpose
(Describe the facility’s location and its access route(s); provide the facility’s latitude and longitude, NID identification number, date of the last security risk assessment, the mission of the facility, its general operation, and any other information necessary to provide background information relevant to the security plan.) 
Example:  The facility is located 17 miles southwest of General City, Nebraska. Access to the facility is from State Highway 17A, a two-lane road; the facility is one-half mile east of the highway exit. The dam is on the Broadmoor River 23 miles south of Archway Dam.
The National Inventory of Dams (NID) identification number is 4398; the dam is at latitude 38.8851, longitude -77.0028. 

The most recent vulnerability assessment was conducted in October 20016; the security plan was updated in April 2018.
Anywhere Dam provides approximately 40% of the irrigation water for wheat farming in Salinas and Wood Counties and generates power marketed to the Salinas County Rural Cooperative. The dam supplies 80% of the cooperative’s power.

The facility typically does not release water during the months of July, August, and September.
B.  Features 

(Describe the components of the dam project, e.g., numbers of spillways, spillway type(s) and capacity(ies), maximum storage volume, hazard classification, powerhouse, locks, gates, fish locks/ladders. If the project has locks, indicate how many and the length and width of the primary lock.)  
C.  Staffing and Hours of Operation

(Explain how many employees and contractors would normally be at the facility and the days of the week or hours of the day the dam is staffed.) 
Example: The facility is usually staffed by 8 people from 8AM to 5PM Monday through Friday. Two people are on site from 5PM to midnight Monday through Friday and 8AM to 5PM on weekends. 
Example: The facility is visited by two staff on Mondays, Wednesdays, and Fridays for four-hour periods. 
Example: The facility is visited bi-weekly for a routine inspection.
D.  Public Use 

(Provide general statements of the types and volume of public use associated with the facility.) 
Example:  Public tours are offered Monday through Friday at 10AM and 2PM; average tour attendance is 6 people. Tours are conducted by approved tour guides. A county public campground with a boat ramp is located one mile downstream. A county bike/walking path passes within 100 feet of the powerhouse. The reservoir and downstream areas are popular with fishermen all year.  
6. RESTRICTED AREAS
(Describe the areas of the facility that have restricted access at all times and areas that may be restricted as the threat level increases. Indicate who has access to restricted areas.)

Example: The powerhouse and warehouse/shop are restricted to employees and contractors who have gone through a pre-screening and have been issued photo-identification badges which are coded to allow access to these restricted areas. Visitors to restricted areas are prescreened and given badges that indicate they must be escorted at all times by approved personnel. Access to the facility is restricted to only pre-approved personnel when the threat level reaches Homeland Security Advisory System levels high (orange) and severe (red).
7. CRITICAL ASSETS (PHYSICAL)   
(Describe the facility’s critical assets and the reason for being designated as critical. Critical assets are those that are so important to the facility mission that their failure or impairment could cause significant consequences.)
8. PHYSICAL SECURITY DESCRIPTION/LAYOUT/INVENTORY

(Use this section to describe the physical security control measures that are routinely in place during normal operations. Security procedures and policies are described in later sections.)
Sample Layout:

[image: image1.png]



Sample Text: 
The following sub-sections describe the type and location of security control measures that are currently in place as the facility’s baseline physical security posture. 
A. Access Control
(Describe the types of physical access controls, their numbers, and their locations. Access control procedures are described in sections 9 and 10.)
Example: Badge readers (ingress and egress) are located at the entrances to the powerhouse, the control room, and the visitor/employee entrance. All employee, visitor, and contactor vehicles are checked at the welcome booth/guardhouse.  Badges are issued after appropriate personnel screening; badge access codes vary depending upon the holder’s authorized access areas. Card readers are linked to the facility’s auxiliary power system.
B. Surveillance System
(Describe the number of cameras, their locations and types (e.g., fixed or pan-tilt-zoom), and their coverage zones; include descriptions of any motion detectors. Explain the system for monitoring the cameras and motion detectors. Indicate whether the surveillance system has or does not have an uninterruptible power supply.) 
Example:  A fixed camera is located at the main gate.  Pan-tilt-zoom (PTZ) cameras are located on the powerhouse roof facing east and west to view access points, and on the spillway. Cameras are monitored from the control room and are equipped with illuminators for night use. The surveillance system is supported by a backup generator.
C. Barrier System
(Describe the active and passive barrier systems that are in place during routine operations. Include all types of barriers (e.g., fencing, gates, Jersey barriers, bollards, traffic arms/beams, plates, nets, buoys, berms, natural terrain) and describe where they are in use.)
Example: Access to the facility from the west is controlled by anchored 8-foot fencing topped with 3 strands of barbed wire and wedge plates and stationary steel bollards at the welcome booth. Wedge plates are in open position and require activation from within the welcome booth/guard house. Access from other directions is controlled through terrain; buoys, cable, and warning signs demarcate upstream and downstream approaches. Anchored cement planters and Jersey barriers ring the visitor parking lot to maintain adequate standoff distance from the facility’s critical assets.  
D.  Lighting System
(Describe the facility’s security-related lighting system in terms of areas illuminated, system control, and system backup.)
Example: The fence line and entrance area are illuminated as are the critical assets. The security lighting system can be operated automatically and manually; auxiliary backup power illuminates only the critical assets.   
E.  Communication System
(Explain how security-related information is conveyed.)
Example: Security guards use radios to report any incidents and to communicate with each other; facility personnel use telephones or email to notify security of any security incidents.
9. SITE ACCESS / KEY CONTROL
(Use this section to describe the processes in place to control access by employees, contractors, visitors, emergency responders. Describe the controls in place during normal business hours for the facility and non-normal business hours. Include descriptions of how keys/key cards are controlled and how vehicle access is controlled. 
A. Employees

(Describe the access system in place for employees.)
Example: All employees must wear valid Anywhere Dam photo identification badges at all times on site and must use them to enter and exit the site using card readers. Persons authorized to enter the control room and powerhouse are issued blue background badges with proper encoding; all other employees are issued green background badges. Badges are immediately de-coded upon employee termination. 
B. Contractors

(Describe the access system applicable to contractors.)

Example:  All contractors must wear a valid Anywhere Dam photo identification badge at all times on site; these badges have yellow backgrounds.  The badges must be used to enter and exit the site using card readers. Badges are immediately de-coded upon termination of the contractor’s services. 
C. Visitors

(Explain the process used for general tour groups and special visitors.)

Example:  All adult visitors must show photo identification at the front gate/guard house. Children under the age of 18 must be accompanied by adults. 
Visitors taking the general tour must go through metal detectors; bags, backpacks, briefcases, etc will be inspected. All tour groups will be accompanied at all times by an approved and trained Anywhere Dam employee and will wear visitor badges with orange backgrounds. Tour group size is restricted to 10 persons per guide. Any tours conducted other than during normal business hours require prior approval from the security office.
Special visitors (e.g., regulators, government officials) are given greater access than tour groups. They must be pre-cleared by Security and accompanied at all times by an approved Anywhere Dam employee and wear visitor badges with white backgrounds. 
D.  Emergency Responders

(Describe how local law enforcement personnel, firefighters, ambulances, etc will gain access.)
Example:  Emergency responders will be met at the front gate/guard house by security personnel or other authorized personnel who will confirm that the responders have been requested.
E.  Key Control

(Explain how security for keys/key cards/access badges is maintained.)

Example:  Site and building access is controlled through programmed photo identification badges coded to varying access levels depending on the individual’s access authorization. Lost, stolen, or surrendered badges are deactivated immediately upon notification. Badge access readers are connected to emergency backup power. 
The security of areas and gates that are secured with locks and keys is managed through the Lock and Key Control Program described in Annex C. 

F. Vehicle Access

(Describe access controls applicable to vehicles of employees, contractors, visitors, and delivery services.)

Example:  All vehicles entering the site must stop at the welcome booth/guard booth to show identification. Vehicles may be inspected at the discretion of the guard on duty. Trucks and vans making non-routine deliveries are required to give prior notice of their arrival to security, what they are delivering, and to whom.  
10. SECURITY OPERATIONAL PROCEDURES

(Use this section to describe the processes in place to implement your security programs. Items here can include the security guard force, personnel screening, and information protection processes.)
A.  Security Guard Force
(Describe the number of security guards on duty per shift, their responsibilities, if they are armed or unarmed, and how they are trained and supervised. If there is no dedicated guard force, describe how security is provided. Describe the weapons available to the guard force and the rules of engagement that apply.)
Example: An armed guard is on duty at all times roving the site. During normal working hours an additional armed guard is posted at the welcome/guard booth at the entrance. Guards report directly to the Director of Security. Guards have very limited authority to use lethal force and are to contact the Arpin City Police Department for support as needed. Arpin City police and dam security personnel conduct joint training at the facility on an annual basis. 
Example:  There is no security guard force. Security awareness and incident reporting is the responsibility of all employees. Anywhere Dam has an ongoing security awareness training program and periodically conducts security drills and table-top exercises. The Woebourn County Sheriff’s Department is the primary law enforcement agency that responds to site security incidents or emergencies. Sheriff department personnel often participate in the drills and tabletop exercises. 
(Describe the availability, if any, of a SWAT team.)
B. Personnel Screening

(Explain the process for screening potential employees and contractors.)

Example:  All prospective employees and all contractors requesting unescorted access to the site must have their identity verified and submit information on their educational and occupational histories and any arrests and convictions. Hiring guidelines clearly state the reasons for which applicants for security guard positions and jobs requiring access to the facility’s critical features can be denied employment or access.  
C.  Information Protection

(Use this section to describe procedures to protect sensitive information from being publicly exposed.)

Example: Detailed security incident reports, operations documents and procedures, drawings, policy manuals, inundation maps, risk assessments, and security, response, and continuity plans are designated as sensitive and can only be released on a “need-to-know” basis and with the written approval of the director of security. Verbal approval in times of increased threat level can be given by the director of security or the facility manager.  The emergency action plan does not contain security-sensitive material.
Sensitive documents are marked as “Confidential” and are kept in locked file cabinets with key and combination access restricted to those pre-cleared by the Director of Security.  
11. INFORMATION TECHNOLOGY/SCADA/CONTROL SYSTEMS
(In this section describe your information technology systems and equipment, control systems, and cybersecurity processes.) 
Example:  The computer security standard operating procedure requires that business network and Internet-enabled computers for administrative purposes are scanned to detect malicious software, installed with intrusion detection systems, password protected, and reviewed every six months to assess whether installed software is current and licensed. Patches provided by software providers are automatically loaded. Passwords must be changed every 6 months; computer privileges are immediately revoked on employee termination. Information technology (IT) support is provided by a local vendor.
The SCADA system used to control and monitor the spillway gates has no connectivity to computers used for administrative purposes. The system is monitored in the control room which is locked at all times. SCADA maintenance is outsourced with the vendor accessing the system on request only and via a remote dial-in modem using a temporary password provided by the dam; the modem is physically disconnected from the system on completion of the maintenance task.
12. CIVIL DISTURBANCES

(Use this section to describe the procedures used in the event of protests, demonstrations, or strikes.)

Sample Text

In the event of any type of civil disturbance such as protests or demonstrations the facility is closed to the public excluding Anywhere Dam employees and persons approved by the Director of Security. In the event of a strike, only persons authorized by the Facility Manager and Director of Security are allowed in the facility.  
Employees and contractors are trained to not engage in conversation with or make any gestures to the demonstrators or the media. Only personnel authorized by the Facility Manager are allowed to engage the media.

The Director of Security will determine if local law enforcement should be contacted for support.

13. BOMB THREATS

(Use this section to depict the training all employees and contractors receive in how to respond to bomb threats.  Annex A contains an example of bomb threat training and a sample bomb call checklist.)

Sample Text

All employees are provided training in responding to a bomb threat. The training is part of new employees’ orientation and refresher training is required annually. The training materials are provided in Annex A.  Training also includes familiarizing employees with the Bomb Threat Checklist also contained in Annex A. 
14. PROCEDURES FOR TEMPORARY PROJECT CLOSURE
(Use this section to describe the process for determining the circumstances under which the project should be temporarily closed, who is involved in the decision making, who is notified, and how the notification is made. If the closure will affect transportation routes, include a description of what organizations must be included in the decision making.)
Example:  Upon receiving reliable information from local law enforcement, the FBI, or other national intelligence organization of a substantial threat to the facility, the facility manager is authorized to close the project to the public and institute operational measures to reduce the likelihood of attack and/or minimize the consequences of any attack. The emergency action plan and internal emergency and rapid recovery response plan describe the types of possible responses that could be authorized.

In the absence of the facility manager, the facility security coordinator can make the temporary closure decision.
The following organizations will be notified via email and or/telephone of the closure and the subsequent re-opening: local law enforcement, the Federal Energy Regulatory Commission, the State dam safety office, the State emergency management office, the Department of Homeland Security National Infrastructure Coordinating Council and Protective Security Advisor. 

The decision to re-open the project will be made by the facility manager in consultation with the appropriate law enforcement or intelligence organization. 
15. THREAT LEVEL CONTINGENCY PLANNING

(The purpose of this section is to describe the pre-agreed upon actions to be taken when local, regional, world, national, or intelligence events dictate increased security awareness and the possible implementation of enhanced protective measures.)
Example: The director of security is authorized to determine when threats against the dam warrant elevating security measure levels, the level that should be activated, and then return to lower levels. The security measure levels correspond to the Homeland Security National Terrorism Advisory System (NTAS) levels: Normal, Elevated, and Imminent. 
The security measures and the actions taken at each threat level are as follows.
Normal
A Normal level indicates no credible terrorist threats against the United States. The routine security posture and procedures described below are appropriate. 

Access 

· All employees and others who have unescorted access are screened and cleared and wearing correct identification badges.

· All visitors are screened, badged, and escorted at all times.  

· All incoming vehicles checked.
· Reassess list of personnel with access to critical facilities.
Barriers

· Fences, locks, and gates are in good condition and are checked weekly.

· Gates and doors to critical areas are locked at all times.

· Passive barriers are in place to limit access to critical assets. 
· Fences, locks, and gates are checked every-other day.
Detection and Assessment
· Cameras and lighting are in good working order.

· Suspicious incident identification and reporting training required annually. 
· Remind employees and contractors to immediately report suspicious incidents.
Communication/IT/Cybersecurity

· Radios tested monthly.

· Computer password protection system and firewalls in place. 
· Ensure all firewalls and software security patches are in place.

· Monitor external network connections.

Security Program

· Monthly security inspections evaluate the effectiveness of security measures and identify additional measures needed.

· Emergency action plans are reviewed annually. Table-top exercises are conducted biennially.

· Liaison maintained with local law enforcement, emergency services responders, and emergency management agency. 

· Ensure the emergency communications network is operational. 
· Increase security inspections to every two weeks.

· Management and security personnel review emergency action, continuity of operations, and response plans.

· Increase outreach to local law enforcement and other intelligence/security agencies.

· Review and test security and emergency communications procedures and protocols quarterly.

Elevated
An Elevated level warns of a credible terrorist threat against the United States. Normal threat level protective measures must be implemented in addition to the following. 
Access

· Consider limiting public access.

Barriers

· Ensure that any additional barriers that may be needed for threat level yellow are readily available.

Security Program

· Increase the frequency of inspections and patrols (walk downs) within the facility (interior and exterior) and other vulnerable areas. 

· Inspect all mail and packages arriving at the plant.  

· Inform local law enforcement, emergency response, and emergency management agency of change in threat level.

· Ensure that any materials or equipment associated with level orange are readily available.

Imminent
An Imminent threat level warns of a credible, specific, and impending threat against the United States (direct threat against industry facilities). 
Access

· Restrict access to previously credentialed employees only.

· Inspect all items (baggage, suitcases, packages and briefcases) employees bring to the site for explosives/incendiary devices.

· Cancel non-essential maintenance/construction and deliveries.

· Consult with appropriate transportation officials about the procedure for closing roads leading to the facility. 
· Limit access to essential employees.

· Request transportation authorities to close roads providing access to the site.

Barriers

· Emplace jersey barriers to control the flow of traffic at vehicle gates.  

· Use jersey barriers to increase standoff distances.

Detection/Assessment

· Increase frequency of checking the functionality of camera and lighting and detection systems.

· Install additional lighting as needed. 
· Continuously monitor surveillance and alarm systems.

Communications/IT/Cybersecurity

· Instruct employees working alone at remote locations within the facility to check in periodically.

· Provide employees as much information regarding threat levels as possible and update them frequently.

· Test radios and communication system daily.

· Notify the public that the facility is closed. 
· Ensure communication systems are functioning.

· Restrict computer use to mission essential personnel.

Security Program

· Maintain continuous liaison with local police, intelligence and security agencies. 

· Request patrols by local law enforcement. 
· Augment security forces.

· Increase inspection of exterior spaces.

· Prepare to implement the emergency action, response, and continuity of operations plans.

· Inform emergency management agency and local law enforcement of increased threat level. 

16. SECURITY MAINTENANCE, TESTING, AND RESOURCES 

(Use this section to describe the protocols in place to ensure that the facility’s security features continue to provide the desired level of protection. Describe also the process used to secure funding for the facility’s security measures.)

Example: Physical security measures (fences, gates, grates, windows, doors, active and inactive barrier systems, lighting, and card readers) are inspected monthly. Radios, computer and SCADA system intrusion detection systems are tested monthly. The key and key card distribution system is audited quarterly. Annex C contains the Lock and Key Control Program Checklist audit form.
Evidence of protective measure gaps and inadequacies resulting from inspections or vulnerability assessments are promptly reported to the facility manager in writing. 
17. INTERNAL EMRGENCY RESPONSE AND RAPID RECOVERY OF ESSENTIAL SERVICES
(This part of the Security Plan could be a separate document because of the level of detail it requires for two functions:  emergency notifications and rapid recovery in the event of an incident.  
Information on the emergency notification protocols is important because the emergency action plan does not include explanations of how emergency response, law enforcement, and emergency management agencies are notified of an incident.  The emergency notification information should explicitly describe the procedures the facility will use to notify law enforcement and emergency management agency personnel in the event of an emergency incident. Law enforcement personnel have the responsibility to avert or respond to an attack; emergency management personnel are responsible for evacuating downstream residents. Their roles are different but both might need to be involved in an emergency incident.

Similarly, the responses necessary to provide rapid recovery of a facility’s functions must be clearly thought through and documented before incidents arise. Whereas continuity of operations plans tend to be written at the organizational level, this section must describe the facility-specific actions, necessary materials, equipment, and personnel required to rapidly respond to incidents.

The internal agency response and rapid recovery information must be compatible with and address any gaps among the emergency action plan, security plan, and continuity of operations plans.)

Sample Text Outline:
1. Purpose 

Example:  This Internal Emergency and Rapid Recovery Plan describes the emergency incidents which could affect Anywhere Dam, the emergency notification protocols that will be followed, and the recovery actions to restore operations as quickly as possible.
II. Applicable Emergency Scenarios 
(Describe, for each of the applicable scenarios below and additional facility-unique scenarios, damages, damage consequences, options to minimize consequences, appropriate operating procedures, equipment needed, and expected duration of recovery action. This component analysis does not have to be long, in fact, since it will be relied upon in an emergency situation, it should be as concise as possible as noted in the following model: 
Component: Tainter gates

Likely type/magnitude of damage:  Trunion pin failure deforms gate; gate is inoperable

Consequences of damage: Loss of pool, loss of power production, and reduction of recreation until gate is replaced (14 months is normal replacement time)

Options to minimize consequences:  


1. Procure and store a spare gate (2 weeks recovery time)


2. Emergency procurement of a new gate (9 months recovery time)


3. Procure and store a bulkhead to restore pool until new gate is installed.

Recommended action:  Option 3 because the bulkhead could be suitable for use at other facilities)

a. Overtopping (including excessive inflow or reservoir displacement)

b. Earthquake Damage

c. Loss of Dam Crest Length

d. Slide on Upstream or Downstream Slope of Embankment

e. Slide on Underlying Potential Failure Plane

f. Excessive Settlement

g. Sinkhole Activity

h. Loss of Foundation or Abutment Material (such as landslide/rockfall)

i. Excessive Seepage/Piping through Embankment, Foundation, or Abutments

j. Failure of Appurtenant Structure Such as a Spillway Gate

k. Excessive Cracking in Concrete Section

l. Penstock Rupture/Failure

m. Turbine or Other Equipment Failure

n. Vandalism/Bomb Threat/Terrorism
Internal Emergency Response
III. Incident Command System (ICS) & Company Internal Assignments/Responsibilities
(In this section, describe the emergency response structure the facility owner will operate within and briefly discuss the roles and responsibilities expected from personnel internal to the owner’s organization. Address the following items.)
a. Incident Command System (ICS)

b. ICS Chart: Company Personnel Assignments

c. Incident Command Post and Alternate Command Post

d. Personnel at On-Site Incident Command Post

e. Main Headquarters Emergency Personnel

f. Media Contact (Public Information Officer)
IV. Coordination with Local Authorities
(Briefly discuss what the facility owner needs to do to coordinate with the local law enforcement, emergency response, and emergency management personnel they will work with, and any special needs they have identified. The complete list of applicable agencies would be included in Appendix K of the emergency action plan. Address each of the following items.)
a. Multiple-Jurisdiction Incident (Unified Command)

b. Safety/Clearance Issues & Authorization

V. Communications, Maps, and Drawings 

(This section should list how communications will occur throughout the emergency.  List and describe alternate communication sources, and include a brief section with pertinent maps, drawings and photographs that would be useful to have during an emergency. Maps, drawings and photographs may be included in Appendices G and H.)
a. Communications Center

b. Alternate Communications Methods (cell phone, radios)

c. Drawings, Maps, Photographs
Rapid Recovery Response
VI. Vehicles, Equipment, Materials (e.g., sandbags, concrete, rip rap) & Contractors 

(List all the vehicles, materials and equipment the facility owner would need to respond to the applicable emergency scenarios identified in part II. A current list of contractors and support personnel that can be utilized during the emergency should also be listed in this section; include their addresses, landline and mobile telephone numbers, and email addresses in Appendix B.)
a. Plant On-Site Inventory

b. Other Available Company Vehicles, Equipment, Materials, & Supplies

c. Non-Company Supplies/Materials (including helicopters if necessary)

d. Outside Contractors and Consultants

VII. Response Times & Geographical Limitations
(Use this section to describe anticipated response times, call-out procedures, and geographic limitations affecting emergency responses. Clearly defined directions to critical areas and other locations should be included in textural and graphical format. Staging areas and security exclusion zones should also be identified.)
a. Call-out Procedure

b. Estimated Response Times

c. Primary & Secondary Access Roads & Alternatives

d. Staging Areas for Personnel & Equipment

VIII. Meals & Lodging
(Describe logistical considerations for sustaining the personnel detailed to temporary quarters.)

a. Company Living/dining Facilities

b. Local Restaurants & Motels

IX. Internal Maintenance of Plan
(Explain the process used to keep the emergency notification and rapid recovery information updated.)

Appendices:

Appendix A: List of Company Response Personnel (internal call-out list of phone numbers)

Appendix B: List of Contractors/Consultants (addresses and phone numbers and email addresses)

Appendix C: List of Equipment Suppliers (addresses and phone numbers and emails)

Appendix D: Local Restaurants & Motels (addresses and phone numbers and emails)

Appendix E: Other Utilities/Mutual Aid (phone numbers of key contacts)

Appendix F: Federal/Governmental Assistance (phone numbers of key contacts)

Appendix G: Engineering Key Drawing List (drawings are located in two secure, non-inundated

areas near the facility)

Appendix H: Highway Maps and Photos of Dam

Appendix I: Emergency Helicopter Rescue Numbers

Appendix J: Bomb Threat Procedures (identical to those in the Security Plan)
Appendix K: EAP Flowcharts A and B (identical to those in the regular EAP)

NOTE:  The following annexes provide generic samples of training regarding receiving a bomb threat, reporting a suspicious incident, and lock and key controls. These and any other annexes included in the security plan must be approved by the facility and security manager.
Annex A:
Sample Text:  Receiving a Bomb Threat

During incidents involving the possibility of a bomb, your first priorities are to protect your life and your personal safety.  
If you receive a bomb threat, complete the bomb threat checklist immediately! The longer you wait to complete the form the more you will forget and the value of the report is reduced. Complete the Bomb Threat Checklist whenever you receive a bomb threat. 

You may receive a telephone call with regard to a bomb or other destructive device which the caller says has been placed in the facility.  Much valuable information may be gained if you handle the call calmly and correctly.  You may be able to find out information that leads to the arrest of the caller or prevents the bomb from exploding.  
· Try to keep the caller on the line as long as you can.  Ask the caller to repeat the message. Record as much of the message as you can.
· Attempt to notify someone of the nature of the call without the caller's knowledge.  If possible, signal someone to call the police (by dialing 911) to initiate telephone call tracing.  

· Keep asking questions.  Try to obtain the following information plus any other information that the caller is willing to give:

· Where the bomb is located.

· When it is going to explode.

· What it looks like.

· Why the caller placed the bomb.

· Whether or not there is any way to keep the bomb from going off.

· What type of explosive was used.

· What type of detonator was used (timer, fuse, motion-sensor).
· Where the caller is calling from.

· The caller’s name.

· If possible, stress to the caller that if the device is not found and deactivated, it could result in the deaths of many people.

· Do not hang up the phone until directed by the proper authority.

· Notify security immediately when the caller hangs up.

Searching for a Bomb

If requested to assist in the search of the plant, observe the following basic rules:

· Check the assigned area for any unusual packages or other objects not normally in the area being searched.  

· Do not touch a bomb or suspicious item.

· If a bomb or other unidentified object is found, see to it that no one goes near it.

· Do not act independently.
· Do not alter in any way the found condition of the search environment because an explosive device can be initiated in various ways.

· Understand the communications to be used and those that MUST NOT be used.

· Understand search priorities (e.g., office area versus critical equipment).

· If applicable, understand the “stay” time for the search (i.e., how long the search will be conducted before searchers must return to a safe location.)
· Above all, stay calm and do not alert anyone other than management or security that there is a problem.  

 Bomb Threat Checklist
	
	
	

	Location Threat Made Against ______________________
	
	Time Received ______________________________

	_______________________________________________
	
	

	Telephone Number Received On ____________________
	
	Date Received ​​​​​​​______________________________

	QUESTIONS TO ASK:
	
	

	1.  When is the bomb going to explode? _________________
	
	Length Of Call ​​​​​​​​​​​______________________________


	_______________________________________________
	
	Name of Person receiving call __________________________________________________

	2.  Where is it located (what building)? _________________
	
	​​​___________________________________________________

	_______________________________________________
	
	Reported threat to: ________________________________________

	3.  What does it look like? ___________________________
	
	____________________________ Phone: ___________________

	_______________________________________________
	
	EXACT WORDING OF THE THREAT

	4.  What kind of bomb is it? _________________________
	
	(Ask Person to Repeat Threat)

	_______________________________________________
	
	_____________________________________________________

	5.  What will cause it to explode? _____________________
	
	_____________________________________________________

	_______________________________________________
	
	_____________________________________________________

	6.  Did you place the bomb? _________________________
	
	_____________________________________________________

	_______________________________________________
	
	_____________________________________________________

	7. Why? ________________________________________
	
	_____________________________________________________

	_______________________________________________
	
	_____________________________________________________

	8. What is your address? ____________________________
	
	_____________________________________________________

	_______________________________________________
	
	_____________________________________________________

	9.  What is your name? _____________________________
	
	_____________________________________________________

	_______________________________________________
	
	_____________________________________________________

	Sex of the caller: _________ Age: ________ Race: _______
	
	_____________________________________________________

	CALLERS VOICE:
	
	
	

	________  Calm
	________  Laughing
	_______  Lisp
	________  Disguised

	________  Angry
	________  Crying
	_______  Raspy
	________  Accent

	________  Excited
	________  Normal
	_______  Deep
	________  Familiar

	________  Slow
	________  Distinct
	_______  Ragged
	If voice is familiar, who did it

	________  Rapid
	________  Slurred
	_______  Clearing Throat
	sound like? _____________

	________  Soft
	________  Nasal
	_______  Deep Breathing
	______________________

	________  Loud
	________  Stutter
	_______  Cracking voices
	______________________

	
	
	
	

	BACKGROUND SOUNDS:
	
	

	________  Street noises
	________  House Noises
	________  Factory
	________  Local

	________  Crockery
	________  Motor
	                  
	________  Long distance

	________  Voices
	________  Office
	________  Animal noises
	________  Phone Booth

	________  PA System
	 ________ Machinery
	________  Clear
	other __________________ 

	________  Music
	 
	________  Static
	______________________

	
	
	
	

	THREAT LANGUAGE:
	
	
	

	________  Well Spoken
	________  Foul
	________  Incoherent
	________  Message Read 

	 ________  Educated
	________  Irrational
	________  Taped
	                  by threat maker

	
	
	
	

	REMARKS: _________________________________________________________________________________________________________________

	


 Annex B:  
Sample Text: Suspicious Activity Report

(This form could be used internally and to report incidents to your local, state, and federal law enforcement and regulatory agencies. Incidents reported through the regulatory agencies may also be provided to intelligence components from various government agencies for further analysis.)

Facility Information
Latitude/Longitude:

Site/Project Name:

City:

State:

Owner:

Incident Information
Date and Time of Incident:

Reporting Entity:

Type of Suspicious Activity (circle incident type; see incident descriptions below):

· Acquisition of Expertise

· Breach or Attempted Intrusion

· Eliciting Information for an Unlawful Purpose
· Expressed or Implied Threat

· Flyover and/or Landing

· Materials Acquisition and/or Storage

· Misrepresentation

· Recruiting
· Sabotage, Tampering, and/or Vandalism

· Surveillance

· Testing of Security

· Theft, Loss, and/or Diversion

· Weapons Discovery

Has an incident of any kind occurred here before? (Yes/No) 

If yes, please provide a summary of any previous incidents of relevance.
Has this report been shared with other Agencies? (Yes/No) 

If yes, please provide the Agency’s name, POC, phone number, and email.

Summary of Incident: Provide a summary of the incident being reported and actions taken.
Detailed Information

Subject Information:
• Gender:
• Age:
• Race:
• Height:
• Eyes:
• Hair:
• Weight:
• Description:
• Tattoos:
• Scars/Marks:
• Jewelry:
Subject Property: Vehicle
• Vehicle Type:
• Make:
• Model:
• Color:
• Damage:
• Bumper stickers:
• License number/State of issuance:
Subject Property: Boat

• Style:
• Approximate Size:
• Stern/inboard/outboard:
• Hull shape:
• Hull identification number:
• Registration number:
Copy and repeat fields above for multiple subjects

Report Status

Status of Reports: Open or Closed
Closed Reason: Resolved/Investigation Complete/No New Information Available
Investigative Agency:
Investigation Results:
Closed By:
Additional Information:

Incidents Related to Security
Attack: A hostile (cyber or physical) action aimed at disrupting or destroying operational capability and/or causing significant damage to the facility.
Cyber Security Incident: Any denial of service incidents, identification of malicious codes, unauthorized access and/or inappropriate usage of information systems.
Physical Security Incident: Any breach in access control systems such as fences, doors, gates, locks, and security zones.
Security Posture Modification: Any change of security activities and protocols in response to specific threat reports.
Suspicious Activity: An anomalous activity that, under the circumstances, may be construed as pre-operational preparatory/surveillance, operational activities exploring or targeting a facility or system, or any possible violation of law or regulation that could compromise a sector facility or system in a manner that could cause an incident jeopardizing life or property. There are several potential types of suspicious activities:
· ACQUISITION OF EXPERTISE: Unjustified attempts to obtain or conduct specialized training in security concepts, military weapons or tactics, or other unusual capabilities such as specialized transport or handling capabilities.
· BREACH OR ATTEMPTED INTRUSION: Unauthorized entry or attempted entry into a restricted area or protected site; impersonation of authorized personnel. (e.g., police, security, or janitorial personnel). 
· ELICITING INFORMATION FOR AN UNLAWFUL PURPOSE: Suspicious questioning of personnel by any means about particular structures, functions, personnel, or procedures at the facility or infrastructure. 
· EXPRESSED OR IMPLIED THREAT: A threat to personnel or threatened damage to or compromise of a facility or infrastructure. 
· FLYOVER AND/OR LANDING: Suspicious overflight of and/or landing near a facility or infrastructure by any type of flying vehicle (e.g., airplane, helicopter, unmanned aerial vehicle, hang glider).
· MATERIALS ACQUISITION AND/OR STORAGE: Acquisition of unusual quantities of precursor material (e.g., cell phones, pagers, fuel, and timers); unauthorized or unlicensed individual or group attempts to obtain precursor chemicals, agents, or toxic materials; and/or rental of storage units for the purpose of storing precursor material, chemicals, or apparatuses for mixing chemicals.
· MISREPRESENTATION: Misusing or presenting false insignia, documents, or identification or engaging in any other activity to misrepresent one's affiliation. 

· RECRUITING: Building operations teams and contacts, personnel data, banking data, or travel data under circumstances that would cause a reasonable person to perceive a threat to personnel, facilities, or forces in transit. 

· SABOTAGE, TAMPERING, AND/OR VANDALISM: Damaging, manipulating, or defacing part of a facility, infrastructure, or protected site. 

· SURVEILLANCE: Monitoring the activity of owner personnel, facilities, processes, or systems, including showing unusual interest in facility, infrastructure, or personnel (e.g., observation through binoculars, taking notes, drawing maps or diagrams of the facility, and taking pictures or video of a facility, infrastructure, personnel, or the surrounding environment) under circumstances that would cause a reasonable person to perceive a threat to personnel or facilities. 
· TESTING OF SECURITY: Interactions with or challenges to facilities, personnel, or systems that could reveal physical, personnel, or cyber security capabilities, including attempts to compromise or disrupt information technology infrastructure. 

· THEFT, LOSS, AND/OR DIVERSION: Theft or loss associated with a facility or infrastructure (e.g., of badges, uniforms, identification cards, emergency vehicles, technology, or documents, whether classified or unclassified) that are proprietary to the facility, and/or a diversion of attention from a facility or infrastructure that is related to a theft or loss associated with that facility. 

· WEAPONS DISCOVERY: Discovery of weapons or explosives. 

Vandalism or Theft: Willful or malicious destruction or defacement of public or private property; taking and removing of personal property with intent to deprive the rightful owner of it.

Annex C:    
Sample Text:  Lock and Key Control Program
The systematic control of locks and keys is one of the most important components of any security program. Without proper key control, locks provide little deterrent to illegal or unauthorized entry into a facility.

Included in this plan are all keys, locks, padlocks and locking devices used to protect or secure vehicles, storage areas, storage facilities, buildings and restricted areas.  This policy does not pertain to personal keys, such as the key to desk drawers or lockers.

Daisy-Chain Locks.  Daisy-chain locks do not allow for control of the access point and shall be reviewed from a risk/vulnerability or demonstrated need perspective, prior to implementation, by the director of security.  Daisy-chain locks that are permitted shall be documented on a Lock Registration Form which is retained by the security office.  

1) Procedures.  

a) Key Control.  The lock and key custodian is the director of security who is responsible for maintaining a key control log to ensure continuous administrative accountability for keys. Accountability records must contain the signature of the individual receiving the key, date and hour of issuance, serial number or other identifying information for the key, signature of individual issuing the key, date and hour key was returned, and signature of the individual receiving the returned key. Completed key control log sheets shall be maintained in the security office.

(1) Keys shall only be issued to personnel whose official duties require them to have access. A current roster of personnel shall be maintained at the security office and a copy sent to the facility manager. The roster shall be protected from unauthorized access.

(2) A complete set of keys shall be issued to and signed for by the director of security.  These keys shall be maintained in the office of security.

(3) Keys will not be duplicated under any circumstances, except by the facility manager. Tampering with or duplicating keys can result in loss of key privilege, and/or disciplinary action, and/or termination.

(4) All lock and key work shall be done by or through the facility manager.

b) Key Storage.  When not attended or in use, keys shall be secured in a lockable container, made of at least 20 gauge steel or material of equivalent strength.  The container shall be secured in such a fashion that it cannot be easily removed.

c) Lost or Stolen Keys.   In the event of lost or stolen keys the lock and key custodian will immediately replace the lock, cylinder, core or padlock.  New keys shall immediately be issued to and signed for by all authorized personnel.

2)  Locks.  

a) Maintenance.  Regularly scheduled maintenance, testing and lubrication will be performed on all locks. Regular maintenance of all locks is necessary to prevent malfunctions caused by dirt, corrosion, and wear. Testing, inspection, and maintenance on all locks are to be performed and documented monthly.

b) Padlock Security.  When the door, gate, or other equipment that a padlock is used to secure is open or operable, the padlock shall be locked on to a nearby security point where the padlock cannot be easily removed.

3) Inventories.  

The lock and key custodian shall conduct and document a monthly inventory of all keys. All keys shall be inventoried upon change of the lock and key custodian. An annual physical inventory of all keys shall be conducted and documented by the lock and key custodian.

4)    Users
       Employees and contractors who have been assigned keys are responsible for 

a. Immediately notifying the lock and key custodian of the loss or theft of keys.
b. Not duplicating keys.

c. Not loaning keys.

d. Maintaining constant control of keys.

e. Returning keys when no longer required.

STATEMENT OF ACKNOWLEDGEMENT OF RECEIPT OF KEY(S)

I understand that keys issued to me provide access to the space listed above.  Additionally, I have read an am familiar with the Lock and Key Control Program and understand that the following provisions apply:

1. I am not to duplicate keys.

2. Keys must remain in my possession at all times and may not be loaned.

3. Upon my transfer, reassignment or termination, all keys must be turned into the lock and key custodian.

4. Loss of keys must be reported to the lock and key custodian immediately.

5. It is my responsibility to ensure that all spaces to which I have keys are locked according to facility guidance for that space.

6. Keys are property of _________________________.

___________________________________ 


____________________

(Signature of person receiving key(s))


Date

___________________________________

(Printed name of person receiving key(s))

___________________________________ 


____________________

(Signature of Director of Security) 



Date

___________________________________

(Printed name of Director of Security)

LOCK REGISTRATION/ACKNOWLEDGEMENT FORM
1.
__________________ (print name) is hereby granted permission to install a padlock, in a daisy chain series at the following location ________________________. With the understanding and full agreement that:

· the padlock will be stamped “DO NOT DUPLICATE”;

· the padlock must never be installed in such a manner as to prevent access to others;

· the padlock will never be changed without first informing the director of security;
· a key will be provided to the director of security;

· keys to the padlock will be stamped “DO NOT DUPLICATE”;

· keys to the padlock will be limited only to those needing access;

· a log of individuals given a key will be provided to the director of security that will include dates of issuance, maintenance, repair and/or replacement events;

· if the key is lost, it will be reported to the director of security and logged immediately, and the padlock changed, and keys provided;

· locks and chains will be at the same or higher quality; and 

· access control procedures will be followed in keeping with the security plan.

2.
Any violation or exception to the above will be cause for removal of the padlock immediately and without notice.

___________________________________ 


____________________

(Signature of person installing padlock)


Date

___________________________________

(Printed name of person installing padlock)

__________________________________ 


____________________

(Signature of Director of Security) 



Date

__________________________________

(Printed name of Director of Security)

LOCK AND KEY CONTROL PROGRAM CHECKLIST                                                      (IF THE ANSWER TO ANY OF THESE QUESTIONS IS “NO”, IMMEDIATE ACTION SHALL BE TAKEN BY THE FACLITY MANAGER AND DIRECTOR OF SECURITY TO CORRECT THE PROBLEM)  
1. Is the number of individuals who possess keys to this facility kept to a minimum?  


YES / NO

2. Are locks re-keyed or replaced when an individual leaves the company, or a key is lost or stolen?  

YES / NO

3. When an individual’s facility entry authority is revoked, is there a policy in place to:

a) Revise authorization list?  








YES / NO

b) Change or re-key locks?  








YES / NO

c) Turn in keys?  










YES / NO

4. Have procedures been developed for lock and key control?





YES / NO

5. Has a lock and key control file system been established?





YES / NO

6. Has a lock and key custodian been appointed?






YES / NO

7. Is a copy of the appointment in the files?







YES / NO

8. Is the total number of keys issued known and documented?





YES / NO

9. Are key inventories being physically conducted and documented monthly?



YES / NO

10. Are all keys marked “DO NOT DUPLICATE”?






YES / NO

11. Are all keys accounted for?









YES / NO

12. Are all daisy-chain locks in use approved and documented on a lock registration form?


       
YES / NO

13. Is a key control log being maintained properly and is it up to date?




YES / NO

14. Are all locks being maintained, tested and inspected monthly and properly documented?


YES / NO

15. Are all locks operating correctly?








YES / NO

16. Are padlocks locked to security point (hasp, fence, etc.) when not in use?



YES / NO

17. Has a complete set of keys been issued to the director of security?




YES / NO

18. Is the lock and key control plan being followed and maintained properly?



YES / NO

Primary Responders


Name


W:  Number


C: Number


H: Number





Initial report from facility staff





Facility Security Coordinator


Name


W: Number


C: Number


H: Number











C: Number








Facility Manager


Name


W: Number


C: Number


H: Number

















Emergency Management


Name


W:  Number


C: Number


H: Number





Public Affairs


Name


W: Number


H: Number


C: Number





24-Hour Duty Officer


Primary Number


Backup Number





Security Officer


Name


W: Number


H: Number


C: Number





ABSOLUTELY DO NOT USE


TWO-WAY RADIOS OR CELL PHONES


DURING THE SEARCH


Electrical blasting caps are sensitive to radio transmission and the use of radios or cell phones could result in detonation of the device.
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